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O HanpaeneHun UHhopMaLMn o
6e3onacHoOM noBefeHnn N NCnoJsib3oBaHMM
cetn «HTepHeT»

YBaxkaemble pykosogutenu!

B cooTBeTCTBUM C peKOoMeHAauusMu [enapTameHTa rocyjapCTBEHHON MOMUTUKK B chepe
obwero obpasoBaHMs MuHOGpHayku Poccuun, HanpaBnseM [Aas WMCNONb30BaHMSA B paboTe
paspaboTaHHble  BpemeHHOW  komuccueld  Coeta  Pefepaymm N0 PasBUTUIO
MHOPMALIMOHHOTO  06LllecTBa MeTOAMYECKME PEKOMEHAAUMM O pasMelleHMnM  Ha
NH(OPMALMOHHBIX CTeHAaX, OuLManbHbIX UHTEPHET-CanTax W ApYyrux MHHOPMaLMOHHBIX
pecypcax 06uieobpa3oBaTe/ibHbIX OpraHu3aunii 1 MyHULMNaNbHbLIX OPraHoB ynpaBfieHns B
cthepe o06pa3oBaHUsl, MHMOpMaUMM O 6e30MacHOM MOBEAEHUN W WCMOMb30BaHWMM CETU
«VIHTEpHET».

MpunoxxeHne Ha 16 n. B 13Ka.

HavanbHuK [enaptameHTa N.B. T'pabuesuny
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MpunoxkeHne
MeToanyeckre peKoMeHAaumMmM 0 pasMeLleHn Ha MHOPMALMOHHBIX CTeHAAX, OULNaNbHbBIX

VH LepHCT-caiTax 1 Apyrux MHGopMaLMoHHbIX pecypcax 06LLeobpasoBaTe/ibHbIX OpraHu3aunia
N OpraHoB, OCYLLECTB/AIOWMX yNpaBieHne B cdepe ob6pasoBaHus, nHGpopmaunum o 6e3onacHoOM
MOBEAEHWUN Y UCMOMb30BaHUUN CeTU «HTepHET»

JkcnepTaMmM U uneHamu BpemeHHoi komuccum CoseTa defepauuu Mo pasBUTMIO
MHGOPMaLMOHHOrO 06LLecTBa B paMKax BbIMOSHEHWA PEKOMEHAALMi mapnameHTCKUX ChyLlaHWii
«AKTya/bHble BOMPOCbI 06ecneyeHnss 6e30NacHOCTM W pasBUTMS feTeli B MH(OPMALUOHHOM
npocTpaHcTBe», KoTopble npownn B Cosete degepauun 17 anpens 2017 r., 6biam paspaboTaHsbl
METOAMYECKMEe PEKOMEeHAaLMW 0 pasMeLLeHUN Ha MHPOPMaLMOHHBLIX CTeHAax, OopuLManbHbIX
MHTEpPHeT-calTax M APYyrux MHGPOPMaLMOHHbLIX pecypcax 06Lieobpa3oBaTe/ibHbIX OpraHu3auuin u
OpraHoB, OCYLLEeCTBAAIOLWMX YynpaBneHne B ctepe ob6pa3oBaHus, MHDoOpMauun o 6e30nacHOM
MOBEAEHNN M NCMOMb30BaHMUN ceTh «IHTepHeT» (Janee - METOAMYECKME PeKOMEHAALMM).

MeToanyeckne peKOMEeHJauMn HanpaBneHbl Ha KayecTBEHHOE MOBbLILIEHNE YPOBHSA
MH(OPMALMOHHON  [esTeNIbHOCTK 06Lwweobpa3oBaTe/ibHbIX  OpraHu3auuii W OpraHos,
OCYLLECTBAAIOWMX YNpaB/ieHWe B chepe 06pa30BaHWsA, B 4acTU WHOPMMPOBAHNUA YYalUXcs, WX
poauTenein (3aKOHHbLIX MpeacTaBUTeNe) U negarornyecknx pPaboTHMKOB 06 OCHOBHbLIX acnekTax
MH(OPMaLMOHHOW 6e30MacHoCTMW.

MeToanyeckme pekoMeHAaLMM No3BOMAT 06LLe06pa3oBaTe/lbHbIM OpraH13aLmsam 1 opraHam,
OCYLLECTBAAIOWMM YynpaBneHne B cepe 06pa3oBaHMs, aKTyanum3npoBaTb YXKe WCMO/b3yemble U
pasMeLLleHHble MH(OPMaLMOHHbIE MaTepuasnbl, Tak U MOLFOTOBMTb UX B CAy4vae WX OTCYTCTBUS C
YUYETOM NTyHLLMX NPaKTUK U peKOMeHAaLNiA.

B pamkax MeToAMYECKMX PEKOMEHAALMIA paccMaTpuBalOTCA CleaytoLlme NHCTPYMEHTDI:

1 VH(OpMaLNOHHbIE CTEHAbI;
2. othmumanbHble UHTEPHET-Pecypehl;
3. cpefcTBa MaccoBOi MHGopmaumn (LUKOMbHbIE Fa3eTbl, NeAarorMyeckne nsgaHus u

apyrue).

MHdopmaunoHHble cnjendbt
Hallll*opMalumMoHHbIX cTeH4ax B 06LLe06pa3oBaTe/lbHbIX OPraHuU3auusax, pacnosioXCLLX~
B (hovie yupexaeHUU I BNabUHETAX, OCHALLEHHbIX MEPCOHANbHLIMU YCTPOWCTBaAMU A1 BbiXOfa B
cetb- «MHIMHeT>MKOMNHAYeTCA pasMecTUTb  WH(POPMaUUOHHbIE NaMATKW,  cofepkaliue
OCHOBHbI€ COBETHI MO 06eCneYeHN0 NHPOPMALMOHHON 6€30MaCHOCTY YUaLLnXCs.
B npunoxeHnn Nel K METOLMYECKMM PEKOMeHJauusM MpeacTaBfieH o6pasel, NaMATKu AJis
pasmMeLleHns Ha UHOPMALMOHHBIX CTeHaX.

CpefcTBamaccoBoli nHopmaymm

B cpegcTBax MaccoBoil MH(OPMaLMM, OPUEHTMPOBAHHbLIX Ha 06y4aloLwMXcs, PEKOMEHAYeTCs
B TEYEHMWN Y4eOHOro rofa perynsapHo nybankosaTb UHPOPMALUOHHbIE MaTepuasnbl, MNOCBALEHHbIE
OTZeNMbHbIM acnekTam MH(POPMaLMOHHOV 6e30MacHOCTW, a TakXe pas/iMyHble NamsaTKW O06LLero
Xapakrepa.

B cpegctBax  maccoBoi  MHGOPMAauMK, OPMEHTUPOBAHHBLIX Ha  NeAarorM4eckyto
O6LLECTBEHHOCTb, PEKOMEHAYeTCA B TeYeHWWM KaneHLapHOro rofa perynspHo ny6anKoBaThb
MHDOPMaLMOHHbIE  MaTepuanbl, MOCBSILLEHHble  OTAE/IbHbIM  acnekTam  MH(OPMaLMOHHOM
6e30MacHOCTM KaK HECOBEpPLUEHHOMETHUX, TaKk M 06Lle06pa3oBaTe/bHbIX OpraHu3auni, a Takxe
pasnMyHble MNaMATKW, 00630pbl HOPMAaTWBHO-MPABOBOIO PEFYAMPOBaHMS  [JaHHOW cepbl ¥
NH(OpPMaLUI0 0 aKTyaslbHbIX MEPOMNPUATUSIX U COBLITUAX B laHHON cdepe.

B xofe nposegeHns EAMHOIO ypoka rno 6e30MmacHOCTN B CETU «VIHTEPHET» peKOMeHayeTcs
obecneunTb BbIMYCK TemMaTM4Yeckoro BbIMYCKa CpefcTBa MaccoBOi wuHdopmauun nmbo cepuu
ny6ankaumu, cpegm KoTopbiX pacCMOTPETb OpPraHW30BaHHbIE MepPOMNpuATUS Ana obydarowmxcs, ux
poauTenen (3aKOHHbIX  MpeAcTaBUTeNeid) 1 negarormyeckon o6LWwecTBeHHOCTH.

OdumumancHble MHTepHeT-pecypcebl

O6Lieobpa3oBaTe/lbHbIM  OpraHuM3auMsM  PEeKOMEHAYETCS Ha CBOMX  OodmuManbHbIX

NHTepHeT-pecypcax o6ecnevnTb (YHKLUOHWPOBAHUE CaMOCTOSTE/IbHOTO W CMEeLManIu3MpoBaHHOro



pasgen «MHdopMmalnoHHas 6e30MacHOCTb», B paMKax KOTOPOro npefyCcMOTPeTb pasMelieHune

cnepytoulen
nHopMaLuu;

No

Pasgen/noapaszen

NlokanbHble  HOPMATWBHbIE
aKkTbl B cepe obecneyeHus
NH(OPMaLNOHHON
6esonacHoCTH
obyuyaromxcs

HopmaTusHoe
perynmpoBsaHune

Meparornyecknm
paboTHUKaMm

dopmart

npeacTaseHns
maTepuanos

Konun  JOKYMeHTOB B
(opmate *PDF

Konun  BOKYMEHTOB
thopmate *PDF

TeKCT Ha cTpaHuue caiiTa
Konun  [OKYMEHTOB
thopmaTe *PDF

B

B

CopepxxaHue
maTepuanos

Pa3smeltatotca  Konuu
LOKYMEHTOB. T.e.
CKaHUPOBAHHbI
BapuaHT  AOKYMEHTa,
COOTBETCTBYHOLLNIA
Tpe6oBaHWAM K
napameTpam
CKaHUpOBaHWs.
PasmeLyatorcs
[NOKYMEHTBI,
pernameHTuUpytoLme
opraHusauuo n
pa6oty c
NepPCOHaNIbHbIMM
[aHHbIMU, nnaHsbl
MeponpuaTnii no
obecneyeHunto
WNH(OpPMaLMOHHOA
6e3onacHoCTU
obyuatroLnxcs "

apyrue.

My6nmkytoTcs
aKTyanbHble CBefeHNs 06
(hefiepanbHbIX "
pervoHanbHbIX 3aKOHaXx,
n1cbMax OpraHoB BacTy
N apyrue HOpPMaTUBHO-
NnpaBoBble  [AOKYMEHTHI,
pernameHTMpytoLine
obecneyeHune
NHOPMaLMOHHOA
6esonacHocTH
HeCOBEPLUEHHONETHUX.
JonyckaeTtcs BMECTO
Konwuii pasMeLLaThb
rMNepCcChbIfiKm Ha
COOTBETCTBYHOLLME
OOKYMEHTbI Ha caiTax
opraHos
rocyAapCTBEHHO
B/IaCTU.

PasmeLaroTca
MeTOAMNYECKNE
peKoMeHaumm n
yKasblBaeTcs
NH(opmauus 0
MeponpuaTusX,



npoeKTax v nporpamMmmax,
HanpaB/eHHbIX Ha
NOBbILLEHNE
MHOPMaLMOHHOIA
rpamoTHOCTM
neaarornyeckmx
paboTHUKOB.
Ob6yuarowwmmces TeKCT Ha cTpaHuLe cainTa Pa3meLlaertca
MHOPMaLMOHHas
naMaTtka (NpunoXxeHue
Ne2) n
yKasblBaeTcs
nHpopmMaLusa o
MeponpuaTusx,
MpoeKTax u
nporpaMmax,
HanpasfieHHbIX Ha
NOBbILLEHNE
NH(OpPMaLMOHHOIA
rpamoTHOCTK
obyyvaroLmxcs.
Poagntenam (3aKOHHbIM TeKcT Ha cTpaHuLe calita Pa3melLaeTcs
npeAcTaBuTeNsim) NH(OpPMaLMOHHaS
obyuatoLmxcs namsTka  (NpWoXeHue
Ne3).
[eTckne 6e3onacHble CanThbl TeKCT Ha cTpaHuue caiiTa Pa3meLlaeTcs
NH(opmaLms 0
pPeKOMeHAYeMbIX K
NCMO/b30BaHNIO B
y4ye6HOM npovwecce
6e30MmacHbIx camnrax,
6aHHepbl 6e3onacHbIX
[IETCKNX CaliToB.

OpraHam, OCyLLeCTBAAIOLWMUM ynpaBieHne B chepe 06pa3oBaHuUs, PEKOMEHAYETCA Ha CBOMX
omumanbHblX  VIHTepHeT-pecypcax o06ecneunTb (YHKUMOHUPOBAHWE CAMOCTOSATE/IbHOTO U
crneumann3mpoBaHHoro pasgen  «MHpopmaunoHHas 6e30macHOCTb», B paMKax  KOToporo
npesycmoTpeTb pa3MeLleHne cnegytouleid nHpopmaummn: HE/b34

1 Bcem nogpsg cooblatb CBOK YACTHYK WH(popmauuio (Hactoawme uMs, (Gamununio,

TeneqoH, afpec, HOMep LUKO/bI, a TaKXe GoTorpatum cBou, CBOE CeMbU U Apy3eit);

2. OTKpblBaTb BMOXeHHbIe (halifibl 3NEKTPOHHOM NOYTHI, KOTAa He 3Haelb OTNpaBUTenNs;

3. [pybutb, NpmuanpaTthbCcs, OKasbiBaTb AaBfeHNEe — BECTU Ce6S HEBEX/IMBO U arpeccuBHO;

4. He pacnopsxalics feHbramu TBOei cemby 6e3 paspeLleHus cTaplunx - Bcerga cnpaunsai
poauTenei;

5. He BcTpeyalica ¢ VIHTepHeT-3HAaKOMbIMU B peasibHOM XWU3HW - NOCOBETYICA CO B3POC/bIM,
KOTOPOMY [OBEpPSiELLb.

OCTOPOXXHO

1 He Bce nuwyT npasgy. YuTaewb o cebe HenpaBay B VMHTepHeTe — coobwun 06 3TOM
CBOMM POAMTENAM WU ONeKyHaM;

2. MpurnawatoT nepenncbiBaTbCs, UFpaTb, 0OMEHMBATLCS - MPOBEPb, HET X NOABOXA;

3. HesakoHHOe KonupoBaHue (haiinos B IHTEpPHETE - BOPOBCTRBO;

4. Bcerja pacckasblBaii B3poc/ibiM 0 Npo6reMax B CETU - OHW BCerga noMoryT;

5. Mcnonb3yil HacTpoliku 6e30MacHOCTM WM NPMBaTHOCTM, 4TOGbl He MNOTEPATb CBOW

aKKayHTbl B COLCETAX W ApYrux nopranax.



MOXXHO
1 YBaxail gpyrux nonb3oBaTenei;
2. TMonb3yewbcst HTEPHET-UCTOYHMNKOM - [ieNaii CCbINIKY Ha Hero;
3. OTKpbliBali TONbKO T€ CCbINIKK, B KOTOPbIX YBEPEH;
4. O6warbcs 3a NOMOLLbH B3POC/ALIM - POAUTENWN, OMEKYHbl W agMUHUCTpauus CainTos
BCerja rnomoryr,;

5. Mpoiigyn 06yueHune Ha caiiTe «CeTeBMYOK» W NOAYUM MacnopT LUGPOBOro rpaxaaHuHa!

MpunoxeHne Ne2. MHopmaumoHHas namsaTKa Ansi 06ydatowmxcst Ana pasMeLLeHns Ha
ohuLManbHbIX NIHTEpPHET-pecypcax

C Kax[blM rofOM MOJIOLEXWN B UHTEPHETe CTaHOBUTLCH 60nblle, a LWKObHUKK oAHnN 13
CaMbIX aKTMBHbIX MOJIb30BaTENEN PyHeta. Mexgy Tem, MNOMMMO OFPOMHOr0 KO/IMYeCTBa
BO3MOXXHOCTENA, MHTEPHET HECET U npo6neMb|. JTa namsaTKa Ao/mKHa MOMOYb Tebe 6e3onacHo
HaxoauTbCA B CETWU.

KomnboTepHble BUPYChI

KoMNbOTEPHBIA BUPYC - 3TO PasHOBUAHOCTb KOMMbIOTEPHbLIX NPOrpaMmMm, OTANYMTENbHOM
0CO6EHHOCTbLIO KOTOPOI ABMSETCA CMOCOOHOCTL K PasMHOXEHWI0. B fOMOMHEHMe K 3TOMY, BUpYCbI
MOryT MOBPEAWTb WAN MOAHOCTbID YHUYTOXWUTb BCe (haiinbl U AaHHble, NOAKOHTPO/bHbIE
Mofb30BaTeNt0, OT MMEHW KOTOPOro Gbifia 3anmylyeHa 3apaxeéHHas mporpamma, a Takke MoBpeguTb
WM faXe YHWUYTOXWUTb OMepauroHHYl0 CUCTeMy CO BceMu (aiinamu B LefoM. B 601blUMHCTBE
CMy4aeB PacrnpoCTPaHAOTCA BUPYCbl YEpe3 UHTEPHET.

MeToabl 3aluThl OT BPEAOHOCHbLIX NPOrpamm:

1 Wcnonb3yil coBpemMeHHble OMnepaunOHHbIe CUCTEMbI, UMeOLMe CepbE3HbIA YPOBEHb
3aWuUTbl OT BPEAOHOCHbLIX NPOrpaMm;

2. TocTosHHO YycTaHaBnMBail naytv (UUQPOBbIE 3annaTkM, KOTOPble aBTOMaTUYECKU
yCTaHaBMBAKOTCA C LENbl0 A0opaboTKM nporpammbl) W Apyrue OGHOBNEHUS CBOEN
onepaunoHHON cuctembl. CKaumBail UX TOMbKO C OMLManbHOro calita paspaboTunka
OC. Ecnu cyLlecTByeT peXXMm aBTOMaTU4eckoro 06HOB/EHNS, BK/IOUN €ro;

3. PaboTaii Ha cBOEM KOMMbIOTEpe NOA MpaBaMu MO/b30BaTeNs, a He agMUHUCTPAaTopa.
3T0 He NO3BOAUT GOMLLUIMHCTBY BPEAOHOCHbLIX MPOrpaMm WHCTaNIMpPOBaTbCA Ha TBOEM
MepcoHanbHOM KOMMNbIOTEPE;

4. Wcnonb3yik aHTUBMUPYCHbIE MPOrpaMMHble MPOAYKTbl W3BECTHbIX MPOWU3BOAWUTENEN, C
aBTOMaTu4yeckumMm o6HOBMEHUEM 6a3;

5. OrpaHun4b (PU3MYECKNIA JOCTYN K KOMMbIOTEPY A/19 MOCTOPOHHMX NNnL;

6. lMcnonb3yii BHeLWHMe HOCMTENU UH(OPMaLMK, TakMe Kak (relka, AUCK uan ¢aiin u3
MHTEepHeTa, TO/IbKO M3 NPOBEPEHHbIX UCTOYHWKOB;

7. He oTKpbiBali KOMMNbIOTEPHble (aiinbl, NOAYYEHHble W3 HEHaLEXHbLIX MCTOYHUKOB.
[axe Te aiinbl, KOTOPbIE MPUCNaN TBOW 3HAKOMBbIN. Jlyylle YTOUYHWN Y Hero, oTnpasnsn
NN OH Tebe ux.

CeTn WI-FI

Wi-Fi - 3T0 He BMA Nepefayn fAaHHbIX, HE TEXHONOMUS, a BCEro NULLIb OpeHp, mMapka. Elle B
1991 rogy HuAepnaHAckas KomnaHus 3apeructpupoBana 6peHg «WECA», 4yto 0603Havano
cnosocoyeTaHne «Wireless Fidelity», KoTopblil nepeBOANTCS KakK «6ecnpoBogHas TOYHOCTb».

[o Hawero BpemeHu gowna pgpyras abb6peBnatypa, KOTOpas SBASeTCA TaKOW ke
TexHonoruen. 310 abbpesnatypa «Wi-Fi». Takoe Ha3BaHMe ObII0 A4AHO C HAMEKOM Ha CTaHAapT
BbICLLMIA 3BYKOBOI TexHUKK Eli-Fi, 4To B NepeBofe 03Ha4yaeT «BblCOKAass TOYHOCTb».

[a, 6ecnnaTHblii UHTEPHET-ZOCTYN B Kade, OTENAX U a3ponoprax SBASETCA OT/INYHOM
BO3MOXHOCTbIO BbIX0fa B UHTEPHET. HO MHOrMe aKcrmepTbl CHMTAKOT, 4TO 0b6wepocTynHble WiFi
CeTU He ABNAIOTCS 6e30MacHbIMU.

CoBeTbl No 6e30MacHOCTK paboTe B 06Lef0CTYNHbIX ceTax Wi-fi:

1 He nepepaBali CBOK NUYHYK KHDOpMaLMo 4depe3 obwefocTynHble Wi-Fi ceTu.



PaboTas B HUX, XenaTeNbHO He BBOAUTb Mapoaun JOCTYMa, NOrMHbI 1 Kakune-To Homepa-

I. Wcnonb3yii 1 06HOBAAK aHTMBMPYCHbIe Nporpammbl 1 6GpaHamayep. Tem cambiM Tbl
obe3onacmib cebs OT 3aKayku BUpYca Ha TBOE YCTPOICTBO;

3. Mpu wucnonb3oBaHun Wi-Fi oTkaoun dyHkuuwo «O6WmMin goctyn K aitnam u
npuHTepam». [JaHHas QYHKUMA 3aKpbiTa N0 YMOJ4YaHUIO, OfHAKO HeKoTopble
Nnonb30BaTeNn aKTUBUPYIOT eé Ana yao6CcTBa UCNOMb30BaHMA B paboTe nnm y4eobe;

4. He wucnonb3yii ny6nnuHbii WI-FI gnsa nepefayum ANYHbIX AaHHbIX, Hanpumep, As
BbIX0/a B COLMa/bHble CETU UIWN B 3NIEKTPOHHYIO MOYTY;

5. Vcnonb3yii TONbKO 3aluiieHHoe coefgnHeHue yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-afpeca BBOAWN UMEHHO «https://»;

6. B MoOWAbHOM  TenegoHe  OTKMOUM  (yHKUUO  «[MogknouveHme K Wi-Fi
aBTOMaTUYeCcKu». He fonycKail aBTOMaTMYeCKOro NOAK/IHOYEHUS YCTPOCTBA K CETAM
Wi-Fi 6e3 TBoero cornacus.

CouwnanbHble ceTu
CouwnanbHble CeTW aKTUBHO BXOAAT B Hally XW3Hb, MHOTME NHOAN paboTalT U XKUBYT Tam
MOCTOSIHHO, a B Facebook yxe 3apernctpMpoBaH MuUAAMapa YenoBek, UTO SBMSETCA OAHONM cefibMOiA
BCEX XWUTenel nnaHeTbl. MHOrMe Monb3oBaTeN He MOHMMAKOT, YTO MHGOpMaLUs, pasMeLleHHas
UMW B COLMAbHBIX CETAX, MOXET OblTb HallfeHa M MCMONb30BaHA KEM YrogHO, B TOM 4uclie He
0653aTe/IbHO € 61arMMn HaMepeHUsMu.
OCHOBHble COBETbI M0 6€30MNacHOCTM B COLMANbHbIX CETAX:
1 OrpaHuyb CNUCOK fpy3eil. Y Tebs B ApPy3bAX He [AOMKHO ObiTb CAy4YaliHbIX W
He3HaKOMbIX N0AeiA;
2. 3aluuiain cBOK YaCTHYIO XM3Hb. He yka3biBali naponu, TenedoHbl, agpeca, faty TBOEro
POXAEHNA W APYTYIO JINYHYIO UH(OPMAaLMIO. 3M10YMbILIIEHHUKN MOTYT MCMO0/b30BaTh
Jaxe MHMOPMaLUIO 0 TOM, KaK Tbl 1 TBOU POAUTENN MAaHUPYeTe MPOBECTU KaHWUKY/bI;
3. 3awmuiaii cBOK penyTauuio - AepXXW ee B UNCTOTe U 3ajaBail cebe BOMPOC: XOTen Obl
Tbl, YTOGbI ApYrve MoMb30BaTENM BUAENMW, YTO Thbl 3arpyxaewwb? Mogymaii, npexae 4yem
4TO-TO ONY6/AMKOBATb, HaNMCaTb W 3arpy3nTh;
4. Ecnu Tbl TOBOPULLb C NOAbMU, KOTOPbIX HE 3Haelllb, He UCMOMb3Yyi CBOE peanbHOE MMS
M 4PYTYI0 INYHYHO UH(OPMaLMK: UMS, MECTO XXUTENbCTBA, MECTO y4ebbl 1 NpoYee;
5. N36erain pasmelieHna otorpaguii B MIHTepHeTe, rae Tbl M3006paXKeH Ha MeCTHOCTM, Mo
KOTOPOI MOXHO OMpefennTb TBOE MECTOMONOXKEHNE;
6. lMpu perncrpauum B cCOLMANbHON CETU HEOOXOLMMO WCMO/b30BATh C/IOXKHbLIE Naponw,
cocToAlMne 13 BYKB U LUDP 1 C KONMYECTBOM 3HAKOB He MeHee 8;
7. Ana couuwanbHOM ceTw, MOYTbl WU [PYruUxX CaToB HEOOXOAMMO WCMOJb30BaTb pasHble
naponu. Torga ecnu Tebs B3MOMAKOT, TO 3M10YMbIWJEHHUKN MOAYyYaT AOCTYN TOMbKO K
OfHOMY MECTY, a He BO BCe cpasy.

ONeKTPOHHbIE AeHbIN
DNEeKTPOHHbIE AEHbIM — 3TO OYeHb YAOOHbLIA cnocob nnaTexeid, 0AHAKO CYLLECTBYHOT
MOLLUEHHUKW, KOTOPbIE XOTAT MNOAYYUTb 3TV GEHbIU.

ONEeKTPOHHbIE AEHbIN MOSBUANCL COBCEM HEAABHO M MMEHHO M3-32 3TOF0 BO MHOIMX

rocygapcraax 0 CMX NMOP He NPOMMUCaHO MPO HUX B 3aKOHaXx.

B Poccum >xe 0HU (hYHKLMOHUPYHOT 1 O HWX Y>Ke MPOMUCaHO B 3aKOHe, Fe MX pasgensoT Ha
HECKO/IbKO BWJOB - AHOHUMHbIE U He aHOHWMHble. PasHuua B TOM, YTO aHOHWMHble - 3TO Te, B
KOTOpbIX paspellaeTca MNPOBOAWTL oOnepauuu 6e3 uAeHTUPUKaLMM nofb3oBaTens, a B He
aHOHUMHbIX UAEHTU(MKaLMM NONb30BaTENS ABMSETCA 0653aTeNbHON.

Takke cnegyeT pasnuMyaTb 3/7eKTPOHHble (uaTHble AeHbrM (paBHbI TFOCYAAPCTBEHHbLIM
Ba/ft0TaM) U 3M1EKTPOHHbIE He(hmaTHble AeHbrM (He paBHbl FOCYAapCTBEHHbLIM BantoTaMm).

OCHOBHble cOBeTbl M0 6e30nacHoi paboTe ¢ 3NEKTPOHHLIMU LEHbramu:

1 TlpuBsSHXKMU K cYeTy MOOWUbHBIA TeneoH. 3TO caMblil yA06HbLIA W GLICTPBIA CNOCO6
BOCCTaHOBUTb A0OCTYN K cyeTy. [MpuBsA3aHHbIA TeneoH NOMOXeT, ecin 3abyaellb CBOWA
nnaTeXHbl Naposb UK 3aiifellb Ha CainT C HE3HAKOMOI0 YCTPOICTBa,;

2. Wcnonb3yli ogHopa3oBble naponu. ocne nepexoga Ha YCUIEHHYH aBTopu3auuto Tebe


https://%c2%bb

4.

YK€ He 6y[eT yrpoXarb 0NacHOCTb KPaXu WKW nepexsara NnnaTeXHoro napons;
Bbi6epn cnoxHbIi naponb. MNpecTynHnKam 6yfeT He MPOCTO yragaTb CAOXHbIA Naposb.
HafexxHble mapony — 310 Naponn, KoTopble COiepXKaT He MeHee 8 3HaKOoB W BK/OYaloT
B Cebsl CTPOUHbIE U NPOMNUCHBIE BYKBbI, LU(PbI 1 HECKO/IbKO CUMBOJIOB, TaKME KaK 3HaK
ponnapa, hyHTa, BOCKIMUATeNbHbIA 3HaK 1 T.n. Hanpumep, StRONg!;;

He BBOAW CBOM NUYHbIE AaHHbIE HA CaiiTax, KOTOPbIM He 40BEPSELUb.

OneKTpoHHadA noyTa

JNEKTPOHHas no4yTa — 3TO TEXHOMOrMSA U MpPefoCTaBAseMble €0 YCAYrn MO Mepecblike U
MOMYYEeHNIO 3/TIEKTPOHHBIX COOOLLEHWNIA, KOTOPbIE pacnpefenstoTca B KOMNbIOTEPHON ceTn. O6bIYHO
3M1EKTPOHHBIA MOYTOBbLIV AWMK BbIFASANT CMEAYHOWMM 00pa3oM: UMS_MOMb30BaTeNs i@ MMs_LOMeHa.
Takke KpoMe nepefaqu NpocToro TeKcTa, MMEeeTCs BO3MOXHOCTbL nepeAaBaTh (haisbl.

OCHOBHbIe COBeTbl M0 6e30MacHoii paboTe C 3/1IEKTPOHHON MOYTON:

1

8.

Hafo BbiGpaTh MpaBW/bHbIA MOYTOBLIA cepBUC. B MHTepHeTe ecTb OFPOMHbIN BblGOp
6ecnnaTtHbIX MOYTOBLIX CEPBUCOB, OAHAKO Nydlle JOBEPATb TEM, KOr0 3Haellb, U KTO
MepBbI B PEATUHTE;

He ykasbiBail B NIMYHON MOYTE NUYHYK WH(popMmauuio. Hanpumep, nydwe BbibpaTb
«MY3blKa/bHbIV_(haHaT@» nm «pok2013» BMecTO «TeMa 13»;

Vcnonb3yin fByxaTanHyl aBTopu3auuio. 3TO KOrja NoMMMO Mapons HY>KHO BBOAMTb
Kog, mpucbliaemelit no SMS;

Bbibepn CnoXHbI naponib. [ns Kaxgoro NOYTOBOrO fMKa [O/MKEH ObITb CBOW
HafeXHbI, YyCTONYMBBIA K B3/IOMY Maposib;

Ecnm ecTb BO3MOXHOCTb Hanmcarb CamOMy CBOW JIMYHbIA BONPOC, WCNOMb3YM 3Ty
BO3MOXHOCTb;

Wcnonb3yih HECKONMbKO MOYTOBLIX AWMKOB. [lepBbliA Ans 4acTHOW Mepenucku c
afpecatamu, KOTOpbIM Tbl fOBepseLlb. ITO 3N1eKTPOHHbIV aapec He Hafo MCMO/b30BaTh
npu pernctpaumn Ha hopymax v caintax;

He oTkpbliBail halinbl 1 Apyrue BAOXKEHUS B MUCbMax AaXKe ec/in OHW NPULLAX OT TBOMX
Apy3eii. Jlydlle YTOUYHWU Yy HUX, OTNPaBASAN N OHW Tebe 3Tn aiinbl;

Mocne oKOHYaHUS paboTbl Ha MOYTOBOM CEpBUCE Mepef 3aKpbiTUEM BKMAAKU C CanToOM

He 3a0yfb HaXaTb Ha «BbINTW».

KnbepbynnuHr — npecnefoBaHMe COOOLWEHMAMK, COAepXallUmMM 0OCcKop6eHus,

arpeccuio, 3anyrvBaHue; Xy/JAWraHcTBO; couuManbHOe 60MKOTMPOBaHME C MOMOLLBI Pas/IMYHbIX
WNHTEPHET-CEPBUCOB.
OCHOBHble COBETbI M0 60pbbe ¢ KNbepbyNNNHIOM:

1

N

He 6pocaiica B 60i. JTyywnii cnocob: NOCOBETOBATLCS Kak cebs BECTU W, ECIM HET TOrO,
K KOMYy MOXHO 06paTuTbCsi, TO BHayane YCnoKouTbca. Ecnm Tbl HauyHewb OTBeYaTb
0CKOp61eHMAMU Ha OCKOPBAEHMS, TO TOMbKO eLle 60bLUEe Pa3oXKellb KOH(NKT;
YnpaBnai cBoeli KnbeppenyTtaunei;

AHOHUMHOCTb B CeTM MHUMas. CyliecTBYHOT CNOCOObI BbIACHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

He cToWMT BecTM XynuraHCKuii o6pa3 BUPTYanbHON XU3HW. WVIHTEpHET (uKcupyeT Bce
TBOW AEWCTBUA 1 COXPaHAET UX. Y AanuTb Ux 6yaeT KpaiHe 3aTPYAHUTENbHO;

Cobntoaain cBoli BUPTYanbHYH YecTb CMOSOAY;

WrHopupyi eguHUYHbIA HeraTuB. OfHOPa30Bble OCKOPOMTE/bHbIE COOOLLEHUS Nydlle
UrHopupoBaTb. OBbIYHO arpeccus NpekpaLiaeTcs Ha HayanbHOW cTaguu;

BaH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMW COOGLLEHMSAMU, B COLMAbHbIX
CEeTSAX eCTb BO3MOXXHOCTb 6/IOKMPOBKM OTNPaBKM COOBLLEHNIA C onpeAeneHHbIX apecos;
Ecnm  Tbl  cBugeTtenb  KubepbynauHra. TBOM  LeACTBWA:  BbICTYNUTb  MPOTMB
npecnefoBaTens, nokasaTb emMy, YTO €ro [eiACTBMS OLeHWBAKOTCS HEraTMBHO, MNOAAEPXaTb
XXepTBY, KOTOPO/ HY>XKHa MCUXONOrMyeckass MOMOLLb, COOGLIMTbL B3POCAbIM O (haKTe
arpeccMBHOIO MOBEAEHWS B CETH.

Mob6unbHbIA TenedoH
CoBpeMeHHble CMapT(OHbI 1 NNaHWeTbl cofepXart B cebe BNOAHe B3POCALIA (hYHKLMOHAN.



N Tenepb OHWM MOTYT KOHKYpWMpOBaTb CO CTauMOHapHbIMKW KoMMbtoTepamu. OfHaKo, CpeacTB
3alnThl 41 NOL06HBIX YCTPONCTB NOKa O4YeHb Mano. TECTMPOBaHME M MOUCK YA3BMMOCTEN B HUX
MPOMCXOAMT He TaK UHTEHCUBHO, Kak Ans MK, To e camoe KacaeTcs 1 MOOWUIbHbIX MPUIOXEHWIA.
CoBpemMeHHble MOOM/bHBbIE Gpay3epbl YXKe NPakTUYeCKM LOTHaM HACTOMbHbIE aHanoru,
OflHAKO paclimpeHne GyHKUMOHaNa BfeYeT 3a CO60M 6OMbLWIYK CAOXKHOCTD W MEHbLUYHO
3aLLMLLIEHHOCTb.
[aneko He BCce MPOWM3BOAMTENN BbIMYCKalOT OGHOBNEHWS, 3aKpblBalOLLIME KPUTUYECKME
YS3BUMOCTW A/ CBOMX YCTPOWCTB.
OCHOBHbI€ COBETbI A5 6€30MaCHOCTM MOBGUABLHOIO TenedoHa:
1 Hwnyero He sBnseTcA Mo-HacTosuwemy 6ecnnaTHbiM. Byab OCTOpOXeH, Befb Korga Tebe
npeanaraT 6ecnaTHbI KOHTEHT, B HEM MOTYT GbITb CKPbIThl KakKne-TO NAaTHble YCNyru;
2. [Oymali, npexge yem oTnpasuTs SMS, hoTO UM BUAEO. Thl TOYHO 3Haelb, rae oHW 6yayT
B KOHEYHOM uTOre?
3. Heobxoanmo 06HOBAATL ONEpaLMOHHY0 CUCTEMY TBOErO CMapT(OHa;
4, Mcnonb3yin aHTUBMPYCHbIE NPOrpaMmbl A1 MOOUbHBLIX TesleOHOB;
5. He 3arpy>kaii MpUIOXKEHUS OT HEM3BECTHOIO MCTOYHMKA, Befb OHU MOTYT COAepXaTb
BPEAOHOCHOE MPOrpaMMHOe 06ecrneyeHme;
6. [Mocne TOoro Kak Tbl Bbliigewb C caliTa, rAe BBOAWA NNYHYI WHGOpMauuto, 3align B
HacTpoiKu Gpaysepa 1 yganu cookies;
7. TeproAnyecKn MPOBEPA Kakue MaaTHbIe YCAYTr akTUBMPOBAHbLI Ha TBOEM HOMEPE;
8. [aBaii cBOli HOMep MOGUIbHOrO TenegoHa TONbKO NHOAAM, KOTOPbLIX Thbl 3Haellb M KOMY
[0BepsieLlb;
9. Bluetooth go/mkeH ObITb BbIK/HOYEH, KOFga Tl UM He MOMb3yewbesi. He 3abbiBali MHOrAa
NpOoBEPATH 3TO.

Online urpsl

COBpeMeHHbIe OH]'I&I7IH-I/IprI - 3T0 Kpaco4Hble, 3axXBaTbiBawOLWne pa3BneyeHnA,

06bEANHSIOLLME COTHW ThICAY YesOBEK MO BCEMY MUPY. WVFpoKM McCheayloT AaHHbIi UM Mup,
o6LatoTca ApYr ¢ APYroM, BbIMOMHSAOT 3afaHUsl, CPaXalTCs C MOHCTPaMK W MOyyatoT OnbIT. 3a
YAO0BO/ILCTBUE OHM NNATAT: MOKYNalT AUCK, ONIauMBaloT aBOHEMEHT WM NPUOBPETAIOT KaKue-To
onumu.

Bce 3Tv cpefcTBa MAYT Ha NOALEPXKaHUE U Pa3BUTME UFPbl, @ TAKXKE Ha caMy 6e30MacHOCTb:

COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPW3ALIMK, BbIMYCKAIOTCA HOBble Natdy (LUMGPOBbLIE 3anMnaTK1 Ans
nporpamm), 3aKpbIBaOTCs YA3BUMOCTI CEPBEPOB.

B ﬂO,ﬂ,OGHbIX nrpax CTonT onacatbCA He CTO/IbKO CBOMX COMEPHNUKOB, CKOJIbKO KpaXXn TBOEro

naposd, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOpuU3alnn 60NbLINHCTBA nrp.

OCHOBHble COBETbI M0 6€30MacHOCT TBOEFO UFPOBOM0 akKayHTa:
1 Ecnu gpyroit nrpok BeaeT ce6s MIOXo Wan co3faeT Te6e HeMPUATHOCTH, 3a6/10KUPYIA ero B
CMUCKe UFPOKOB;

2. Toxanyiica agMUHUCTPATOPaM WIPbl Ha MIOX0e MOBEAEHWE 3TOr0 UrpoKa, XKenaTenbHO

MPWUNOXUTbL KaKne-TO 40Ka3aTe/bCTBa B BUE CKPVHOB;

He ykasblBail NMYHY0 MHGOPMaLUWIo B npodaiine urpsl;

YBaxali Apyrux y4acTHUKOB MO UIpe;

He ycTaHaBnuBali Heo(uLmManbHble NaTym U MOfbl;

Mcnonb3yil CNoXHble 1 pasHble Naposu;

[axe BO Bpems Wrpbl He CTOMT OTK/OYaTb aHTMBMPYC. TloKa Tbl WUrpaellb, TBOWA
KOMMbOTEP MOTYT 3apasnThb.

No ok~ w

OULLNHT nnn Kpa>Ka NMNYHbIX AaHHbIX

OO6bIYHOI KpaXKeli fIeHer M JOKYMEHTOB CErOZHS YXKe HUKOFO He YAMBHULIb, HO C PasBUTUEM

WNHTEPHET-TEXHONOTUIA 3/10YMbILLIEHHUKNA NEPEMECTUINCL B MHTEPHET, M NMPOAO/KAKT 3aHMMATbCS
«JIIOBUMbIM» [e/IoM.

Tak nosiBUacb HOBasi yrposa: WHTEPHET-MOLIEHHWYECTBA WAM (ULIWMHT, TFNaBHas Lenb

KOTOPOro COCTOUT B MOMYYEHUU KOH(UAEHUMANbHBIX AaHHbIX MOMb30BaTeNeil — fOMMHOB U

naponeii. Ha aHrnniickom s3bike phishing untaetca kak duwuHr (o1 fishing — pbibHas nosns.



password — naponb).
OCHOBHbIe coBeTbl N0 60pb6e C PULLNHIOM:
1 Cnegu 3a cBOMM aKkkayHTOM. Ecnu Tbl mofo3peBaellb, YTO TBOS aHKeTa Oblna B3N0MaHa,
TO Heobxoaumo 3abnoKMpoBaTh ee W COOOWUTL agMMHMCTpaTopam pecypca 06 3Tom
KaK MOXHO CKOpEE;

2. Wcnonb3yin 6e3onacHble Be6-caliThl, B TOM 4YMCfie, UHTEPHET-MarasuHoB W MOUCKOBbIX

cucTem;

3. Wcnonb3yli CNoOXHble W pasHble Maponn. Takum o6pa3om, ecnu Tebs B3foOMakT, TO

3/I0YMbILLIEHHUKW NOyYaT JOCTYN TO/IbKO K 04HOMY TBOEMY MPOQPUIK B CETU, a HE KO
BCEM;

4. Ecnu Tebs B3noManu, TO HeO6XOAMMO MpeaynpeauTb BCEX CBOMX 3HAaKOMbIX, KOTOpble
pobaBneHbl y Te65 B py3bsX, 0 TOM, YTO Te6s B3NOManu W, BO3MOXHO, OT TBOEro MMEHM
Oy4eT pacchbinaTtbCA CMam W CCbINIKA Ha (PULLNHIOBbIE CaThl;

YcTaHOBU HafexHbl naponb (PEM) Ha MOGWUbHLIN TeNedoH;

OTK/04M coxpaHeHne napons B bpaysepe;

7. He oTKpbiBaii (haitfibl U Apyrue BNOXEHUS B MUCbMaxX AaXKe €C/v OHU NPULIAN OT TBOMX
Apy3ei. Jlyulle YTOUYHWU Yy HUX, OTMPaBAAAN NI OHWU Tebe 3TN ainbl.

o o

Lindposas penyTayus

LinchpoBass penyTauus - 3TO HeraTMBHas WAM MO3WTUBHas WH(OpMauus B ceT 0 Tebe.
KomnpomeTupytowas MWHGpopMaums, pasMmelleHHas B WHTEPHETE MOXET Cepbe3HbIM 06pa3om
OTPasnUTbCS Ha TBOEeW peanbHO XW3HU. «LlndpoBas penyTtauus» - 37O TBOW WMMUGXK, KOTOPbIN
thopmupyeTcs M3 UHGopMaLUK 0 Tebe B MHTEPHETE.

TBOE MECTO XMTeNbCTBa, y4ebbl, TBOE (DMHAHCOBOE MO/OXEHWE, 0COGEHHOCTU XapaKTepa u
pacckasbl 0 6/IM3KNX - BCE 3TO HaKarn/MBaeTcs B CETU.

MHorve noAPOCTKM NErKOMbIC/IEHHO OTHOCATCA K My6AuKauuwm AUMYHOR MHGopmauuu B
VIHTepHeTe, He MOHMMas BO3MOXHbIX MOCNeACTBWA. Thl faXe He CMOXeLLb AoragaTbca O TOM, YTO
thoTorpadus, pasmelieHHas 5 neT Hasaf, cTana NMPUYMHON 0TKasa NPUHATL TebS Ha paboTy.

KoMmmeHTapuu, pasmelleHne TBoUx oTorpadmii n apyrvue geincTens MoryT He WUCYE3HYTb
[aXe nocne Toro, Kak Tbl UX yAanuilb. Thl He 3Haellb, KTO COXpaHWA 3Ty MH(opMaLMto, nonana m
OHa B MOMCKOBbIE CUCTEMbI U COXpPaHWACh /I OHa, a FNaBHOe: YTO NMOAYMAIOT 0 Tebe OKpyXatoLiee
NHOAW, KOTOpblE HalgyT v yBMAAT 370. HaitTu nHhopmauMio MHOFO fIeT CAyCTS CMOXET No6oi -
Kak 13 106pbIX NOOYXAEHWU, TaK U C HAMEPEHUEM MPUYUHUTL Bped. DTO MOXET ObITb KTO YrOAHO.
OCHOBHble COBETbI M0 3aliMTe LUDPOBOI penyTaumu:
1 Mopgymaii, mpexpae 4YeM 4TO-TO My6AMKOBaTb W MepedaBaTb Yy cebsa B 6nore wam B
couuanbHo ceTu;
2. B HacTpolikax npoguns ycTaHOBM OrpaHWYeHUs Ha NPOCMOTP TBOEro Mpoduas n ero
COAEPXXMMOro, caenai ero TONbKO «aNs Apy3eit»;
3. He pasmewyali u He ykasblBail MH(OPMaLMIO, KOTOpas MOXET KOro-nméo ocKopbnsaTh
WM 06mxarb.

ABTOpCKOE npaso

CoBpeMeHHbIe LIKO/IbHUKN- aKTUBHble MOAb30BaTENN LMGPOBOro mpocTpaHcTBa. OfHaKo
[aneKo He BCe 3HAKT, YTO MOJIb30BaHWE MHOTMMMW BO3MOXHOCTSMM LUGPPOBOro mupa TpebyeT
co6MI0AeHNSA NpaB Ha MHTeNNEeKTyanbHY COGCTBEHHOCTb.

TepMUH  «UHTENNeKTyanbHas COGCTBEHHOCTb» OTHOCUTCS K PasfiMuHbIM - TBOPEHUSIM
4e/I0BEYECKOro yma, HaunmHas C HOBbIX M300pPeTeHUIA 1 3HaKOB, 0603HaYatoLLnX CO6CTBEHHOCTb Ha
MPOAYKTbI M YCNYTW, W 3aKaH4MBas KHWramu, oTorpaduamu, KNHOPUIbMaMn U My3blKasbHbIMU
Mpoun3BeLeHUMU.

ABTOpPCKME MpaBa - 3TO MpaBa Ha WHTENNeKTyanbHYl0 COBCTBEHHOCTb Ha MPOU3BEAEHUS
HayKu, NTepaTypbl U UCKycCTBa. ABTOPCKME MpaBa BbICTYMalwT B KayecTBe rapaHTMM TOro, 4To
WHTENNeKTYya/bHbIA/TBOPYECKNA Tpyh aBTopa He OyAeT HampacHbiM, AacT eMmy CrpaBefuBble
BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTaTaxX CBOEro TpyAa, NOMY4YMTb WM3BECTHOCTb W MpU3HAHUE.
HukTo 6e3 paspelleHWss aBTOpa He MOXXET BOCMPOWM3BOAWUTL €ro Npou3BeAeHWe, pacnpocTpaHATh,
ny6AnyHO AEeMOHCTpMpoBaThb, MpojaBaTb, MMMAOPTMPOBaTb, MyckaTb B MpokaT, My6anyHO



UCMOHSTL, NOKa3blBaTb/UCNONHATL B 3Upe WK pasmelaTb B MIHTepHeTe.
cnonb3oBaHWe «MUPaTCKOro» MporpaMMHOro 06ecriedeHnss MOXET MPUMBECTU K MHOTUM
puckam, OT MOTepWM [aHHbIX K TBOWM aKKayHTam [0 G/OKMPOBKM TBOEro YCTPOWCTBa, rae

YCTaHOBJIEHHBI He ferasbHas nporpamma. He cTouT TakKe 3a6blBaTh, YTO CYLLECTBYET /IerajibHble
1 6ecnnaTHble NPOrpaMmbl, KOTOPble MOXHO HaliTU B CETMU.

O nopTane

CeTeBMUOK.pd - TBOI rNaBHbIA COBETUMK B CETW. 3A4eCh Tl MOXeELb Y3HaTb 0 630MacHOCTM
B CETU MOHSATHbIM W [OCTYMHbIM $3bIKOM, a MPY BO3HWKHOBEHUM KPUTUYECKO CUTYyaLum

06patnTbCA 3a COBETOM. A TaKXe MNPUHATb y4yacTMe B KOHKYpCax W cTaTb CaMbiM LU(POBbLIM
rpaxgaHmHom!

MpunoxeHne Ne 3. MamsaTKa ana poauTeneil 06 WHGOPMaLMOHHON 6e30MacHOCTU
fetei

OnpegeneHve TepMUHA «MH(OPMaLMOHHAs 6e30NacHOCTb  feTeil»  COAepXUTcs B
depepanbHoM 3akoHe Ne 436-®3 «O 3awmTe feTeli 0T MHGOPMaUWUW, MPUUMHAIOWEN Bped WX
340pPOBbI0 W PasBUTUIO», PEryAUPYHOLLMM OTHOLUEHWs, CBA3aHHble C 3alWKUTON geTen oT
WHOpMaLMK, NPUYMHAIOLLE Bped WX 340p0BbH M (MAKn) pa3BuTMHO. COrnacHo faHHOMY 3aKOHY
«MHOpMaLMOHHAA 6e30NacHOCTb [eTel» - 3T0 COCTOSHME 3alMLWEHHOCTU, MpU  KOTOPOM
OTCYTCTBYET PWCK, CBfA3aHHbIA C MpUYMHEHMEM wWHDOpMauueil Bpeja WX 340pPOBbIO W (MK)
(hM3MYeCKOMY, MCUXUYECKOMY, LYXOBHOMY, HPABCTBEHHOMY PasBuUTUIO.

B cuny ®egepanbHoro 3akoHa Ne 436-d3 nHgopmaumeli, NPpUUNHAOLLER Bpes 340P0BbI0 U
(nnn) pasBuTUIO geTeil, SBNSETCA:

1 wH(popmauwus, 3anpeLieHHas Ans pacnpocTpaHeHus cpeamn aeTei;

2. WH(opMauus, pacrnpocTpaHeHMe KOTOPO OrpaHMYeHO cpeau AeTeil onpeaeneHHbIX

BO3PaCTHbIX KaTeropui.

3. K wunHdopmayuu, 3anpeLteHHOR Ana pacnpocTpaHeHns cpeam aeteld, 0THOCUMTCS:

4. uwHpopmauua, nobyxgawlas fAeTel K COBEPLIEHWIO [eACTBUIA, NpeAcTaBAAIOLLUX
Yrposy WX >XU3HU ¥ (MAKn) 340pOBbIO, B T.4. MPUUMHEHWUIO Bpeda CBOEMY 340PO0BbIO,
caMoyouiicTBy;

5. cnocobHOCTb BbI3BaTb Yy [AeTeil enaHwe ynoTpebuTb HapKOTUYEeCKUe CpeacTBa,
NCUXOTPOMHbIe U (MM) OQYPMaHMBAOLLME BELLECTBA, TabauHble U34enuns, ankoroabHyo
M CMUPTOCOAEPXKALLYO MPOAYKLMIO, MBO U HAMWTKW, N3r0TaB/IMBaEMbIe Ha ero OCHOBE;
MPUHATbL y4YacTue B asapTHbIX Urpax, 3aHMMaTbCA MPOCTUTYLMENR, BPOASKHUYECTBOM
MM NOMPOLIANHNYECTBOM;

6. 060CHOBbIBalOLLasA WM oMnpaBgbiBaloWas 4ONYCTUMOCTb Hacuana u (Mamn) XKECTOKOCTH
nmbo nobyxgawolas OCYLWecTBNATb HAaCUNbCTBEHHbIE [JEACTBUSA MO OTHOLIEHWIO K
NHOAAM U XXUBOTHBIM;

7. oTpuuaroLlas cemeiHble LEHHOCTU M HOPMUPYIOLLAs HeyBaXXeHUe K poautensm u (nnn)
LPYTVM Y/leHaM CeMbM;

8. onpasfbiBaloLLas NPOTUBOMpPaBHOE NOBEAEHUE;

9. cogepxaw,as HeLeH3ypHYH 6paHb;

10. copeprkallas MH(popMaL Mo MOPHOrpapuyeckoro xapakrepa.

K uH(popmaymm, pacnpocTpaHeHMe KOTOPOWA OrpaHUYeHO Ccpeau AeTeid OnpefeneHHOoro

BO3pacTa, OTHOCMUTCA:

1 wuHpopmauusa, npefcTaBnsemMas B BKUAE W306paXeHUs WM ONUCAHMS XKECTOKOCTM,
husmyeckoro u  (MAKM)  MNCUXMYECKOr0  Hacunus, MPecTynneHus  UAM  MHOro
aHTMOOLLECTBEHHOTO AEliCTBUS;

2. BbI3blBaOWAA Yy [feTeil cTpax, yXac WAM NaHukKy, B T.4. MpeAcTaBnsiemas B Buge
N300paXXEHNA WAM  OMUCAHUS B YHWXKaOLLen u4enoBeyeckoe [AOCTOMHCTBO hopme
HEHaCUNbCTBEHHOW CMepTu, 3aboneBaHMs, CaMOybMIACTBa, HECHACTHOrO CMy4as, aBapum
nnn Katactpodbl 1 (MK) MX NOCNEACTBWIA;

3. npegctaBnsemMas B BuAE M300paXEHWs WAM OMWCAHWA MNOMOBbIX OTHOLIEHWIA MeXAy
MY>KUUHOW U XKEHLLNHOW;



4. copepxalias 6paHHbIe C/I0Ba W BbIPAXKEHMWS, HE OTHOCALLMECA K HELLEH3YPHOI BpaHu.
C yueTom 3Toro Bam npepgnaratoTca npasuna paboTbl B CeTU VIHTepHeT AnS pasfnyHbIX

BO3PaCTHbIX KaTeropuii, Cco6M0AeHME KOTOPbIX MO3BOMIUT 06ecnevynTb WHGHOPMALMOHHYIO
6e30MacHOCTb BalLWX AeTeN.

O6wye npasLwa ans poanTenei

1 HesaBucumo OT BO3pacTa pebeHka MCNosb3yinTe NporpaMmHoe obecneveHne, nomoraroLlee
(hMnbTPOBaTb M KOHTPONMPOBATb MHMOPMALMIO, HO He MonaraimTecb MOMHOCTHHO Ha Hero.
Bale BHUMaHWe K pebeHKy - raBHblii METOA 3aLUThI.

2. Ecnv Baw pebeHOK MMeeT akKayHT Ha OHOM M3 couManbHbix cepsucos (LiveJoumal,
blogs.mail.ru, vkontakte.ru u T.n.), BHMUMATENbHO W3yuUTe, KakKyl WHHOpMaLmMIo
MOMeLLAlT ero y4aCTHMKM B CBOMX Npodmnsx v 6aorax, BKAYaa gotorpaguu n Bugeo.

3. TlpoBepbTe, C KakMMU ApYTrMMWU caiiTaMu CBfA3aH COuUMabHbIA cepBuC Bawlero pebeHka.
CtpaHnyku Bawero pe6eHka mMoryT 6biTb 6€30MacHbIMU, HO MOTYT U COAepXXaTb CCbIIKU
Ha HeXxenaTeflbHble 1 ONacHble CaiTbl (Hanpumep, MOPHOCAAT, UAW CcaliT, Ha KOTOPOM Apyr
yNnoMUHaeT HOMep COTOBOrO TenehoHa Bawero pebeHka unu Baw gomaluHuii agpec)

4. Toowpsaiite Bawwnx peTeili coobwaTs 060 BCEM CTPaHHOM WAW OTTalKMBAKOLKMM U He
C/IMLLKOM OCTPO pearvpyiTe, KOrga OHW 3TO fenatoT (M3-3a OnaceHWs MoTepaTb AOCTYN K
WHTepHeTy [JeTW He TroBOpAT poguTensm o npobnemax, a Takke MOryT Hauatb
MCNONb30BaTh VIHTEpHET BHe fjoMa U LIKOSbI).

5. bygbTe B Kypce CeTeBOW >M3HM Bawero pebeHka. VIHTepecyiTecb, KTO UX Apy3bs B
VIHTepHeT Tak Xe, Kak MHTepecyeTecb peanbHbIMW APY3bAMU.

BospacT oT 740 8 neT

B WHTepHeTe pebGeHOK CTapaeTcs MOCETUTb Te WM WHblE CailTbl, & BO3MOXHO W u4arThl,
paspelleHMe Ha MOCeleHMe KOTOPbIX OH He nofyuun 6bl 0T poguTenei. oaTomy poauTensm
0C06EeHHO MO/e3Hbl 6yAyT Te OTYEeTbl, KOTOpPblE NPeA0CTaBAATCS NporpaMmMaMy Mo OrpaHUYeHuto
ncnonb3oBaHns VHTepHeTa, T. €. POAUTENbCKMIA KOHTPONAb UAM TO, YTO Bbl CMOXeTe YBUAETb BO
BpPeMeHHbIX (haiinax. B pesynbtate, y pebeHka He OyAeT OWYLEHWS,, 4TO 3a HUM BegeTcs
MOCTOAAHHbIA KOHTPO/b, OA4HAKO, PoAuUTENU BYAYyT NO-NpeXHeMy 3HaTb, Kakue CaiTbl MoceLiaet ux
pebeHoK. [leTn B gaHHOM BoO3pacTe 06/1a4at0T CM/IbHbIM YYyBCTBOM CEMbW, OHW [OBEPYMBBLI U HE
COMHeBatOTCA B aBTopuTeTax. OHWM NHOGAT wurpatb B CETeBble WIPbl W MNyTewWwecTBOBaTb MO
VIHTepHETY, MCNOMb3ys 3/1IEKTPOHHYKO MOYUTY, 3aX04UTb Ha CailiTbl W 4yaTbl, HE PEKOMEHAOBAHHbIE
poauTensMu.

CoBeTbl Mo 6e30nacHOCTM B ceTu VIHTepHeT ans aeteli 7-8 net

1. Cos3paiiTe CMMCOK JOMAalUHMX MpaBui noceweHns WMHTepHeTa MnpU ydacTum feTeid u
TpebyiiTe ero BbINO/HEHNS.

2. Tpebyiite oT Bawero pebeHKka COOGMOAEHMSA BPEMEHHbIX HOPM HaxXOXAeHWs 3a
KomnbloTepoM. Mokaxute pebeHky, 4To Bbl HabntogaeTe 3a HMUM He NOTOMY 4TO Bam
3TO X04eTcs, a NOTOMY 4TO Bbl 6ecnokomTech 0 ero 6e30MacHOCTU M BCerga rotoBbl emMy
NMoMOoUYb.

3. KomnbloTep ¢ nogkntoyeHmem K VIHTepHeTy [O/MKEH Haxo4MTbCA B 06LLeli KOMHaTe nog
NPUCMOTPOM poauTeneit.

4. Wcnonb3yiiTe cneymnanbHble 4eTCKME MONCKOBbIE MaLLMHbI.

5. Wcnonb3yitTe cpeacTtBa 6/10KMPOBAHUA HEXeNaTeslbHOr0 KOHTEHTA KakK [OMOAHeHMe K
CTaHAapTHOMY PoauTeNnsCKOMY KOHTPOSIHO.

6. CospaiiTe CeMEeHbIA 3MEKTPOHHBIA AWMK, 4YTOOGbl HEe MO03BOMIUTL [JETAM  UMETH
COOCTBEHHbIE agpeca.

7. Bbnokupyiite poctyn K caiitam c 6ecnnatHbIMW MNOYTOBLIMU AWMKAMU C MOMOLLbLIO
COOTBETCTBYHLLErO NMPOrpaMMHOro obecneyeHus.

8. TlMpuyumTte peTeil coBeToBaThCA C Bamu nepeg onyb6nmkoBaHWEM — Kakoi-nnbo
WMH(opMaunuy cpeacTBaMy 3MEKTPOHHOW MOYTbl, 4aTOB, PErMCTPALMOHHLIX (opM W”
npodunei.

9. Hayuute geTeii He 3arpyxatb (hainibl, NporpaMMbl UM My3blKy 6€3 Ballero cornacus.

10. He paspeluaiiTe geTam MCMNoMb30BaTh CNY>XX6bl MFTHOBEHHOT0 06MeHa COOOLLEHNSIMN,



11. B «b6enblit» CNUCOK CaiiTOB, pa3pelleHHbIX ANS MOCEWEHUs, BHOCUTE TONbKO CaiTbl C
XOpoLLei penyTaLluen.

12. He 3ab6biBaiiTe G6ecefoBaTbh C AeTbMU 06 WX Apy3bax B VIHTepHeTe, KakK ecniv 6bl peyb
LWNa 0 ApY3bsX B PeasibHON XKU3HMK,

13. He pgenaiite «Taby» M3 BOMPOCOB MOMOBOW XW3HW, TaK Kak B WHTepHeTe geTu moryT
NEerko HaTKHYTbCA Ha MOPHOrpaguIo UAKN CainTbl «A/1S B3POC/bIX».

14. MpuyunTe Bawero pebeHka coobLLaTb BaM 0 OObLIX Yrpo3ax Wau TPeBorax, CBA3aHHbIX
¢ WHTtepHeTtom. OcTaBaiiTeCb CMOKOWHBIMW W HAaNOMHWTE AeTAM, 4YTO OHW B
6esonacHOCTW, €CAM camm pacckasaiv BaM O CBOMX TpeBorax. [loxsanute ux u
NnocoBeTyinTe MNOJONTH eLe pa3 B NOLOGHbLIX C/yYasX.

BospacT geTeit oT 940 12neT
B paHHOM BO3pacTe [eTW, KakK MpaBWi0, YX€ Hac/iblaHbl O TOM, Kakas WH{opmauus
cyuiectyeT B WHTepHeTe. COBEPLUEHHO HOPManbHO, YTO OHW XOTAT 3TO YBMAETb, MPOYECTb,
ycnbiwatb. Mpn 3TOM HY)XHO MOMHWTb, YTO LOCTYMN K HeXenaTenbHbIM MaTepuanam MOXHO Ierko
3a6/10KMpoBaTh Npy MOMOLLY CPeacTB POANUTENBCKOrO KOHTPONS.
CoBeTbl Mo 6e3onacHocTy Ana getein ot 9 go 12 net
1 CosgaiiTe CNWCOK AOMALIHWUX MpaBWUn MoceweHUs VIHTEpHET npu yyacTum [eTeid u
TpebyliTe ero BbINO/IHEHUSA.

2. Tpebyiite oT Bawero pebeHka COOMOLEHNSA HOPM HAXOXAEHUA 3a KOMMbIOTEPOM.

3. Habniopainte 3a pebeHkoM npu paboTe 3a KOMMbIOTEPOM, MOKaXuTe emy, 4to Bbl
6ecrnokomTecb 0 ero 6e30MacHOCTA 1 BCErga roToBbl OKasaTb EMY MOMOLLb.

4. KomnbloTep ¢ nogknoueHneM B VIHTepHET AO/MKEH HaxoAuTbCA B 06LLeli KOMHaTe noj
NPUCMOTPOM poaunTenen.

5. Wcnonb3yiiTe cpefcTBa 6/10KMPOBAHUS HEXENaTeNbHOT0 KOHTEHTa Kak [OMOSIHEHME K
CTaH4apTHOMY POANTENbCKOMY KOHTPOIO.

6. He 3abbiBaliTe NpMHUMaTbL HENOCPeLCTBEHHOe yyacTue B XKWU3HWU pebeHka 6ecefoBaTb C
LeTbMn 06 ux Apy3bsix B VIHTepHeTe.

7. HacTanBaiiTe, 4TO6bl LETU HWKOr4A He COrfawanncb Ha JIMYHbIE BCTPEYM C APY3bAMU
no VIHTepHeTy.

8. TosBonaiTe geTsM 3aXO0ANTb TONbKO Ha CaliTbl U3 «6eoro» cnucka, KOTopbIi co3garite
BMECTE C HUMM.

9. lNpuyunTe peTeld HMKOrga He Bbl4aBaTb JIMUHYKO WHQPOPMALMIO  CpeLcTBaMu
3MEKTPOHHON  NOYTbI, 4aTOB, CUCTEM MIHOBEHHOro 06MeHa  COOG6LLEHUAMMU,
PerncTpauMoHHbIX (OPM, NUYHBLIX MPO(UIeiA n Npu perncTpauum Ha KOHKYpCbl B
WHTepHeTe.

10. MpuyunTe geTein He 3arpy>atb nporpammsl 6e3 Bawero paspeweHns. O6bACHATE UM,
4TO OHM MOTYT CAyYaiiHO 3arpy3uTb BUPYCbl WK APYrOe HeXenaTenbHoe NporpamMHoe
obecneyeHue.

11. Cospaiite Bawemy pebeHKYy OrpaHWYeHHYI0 YYeTHYK 3anucb Ans  paboTbl Ha
KOMNbIOTEpE.

12. MpuyunTte Bawero pebeHka coobware BaM O /HO6bLIX yrpo3ax WM TpeBorax,
CBA3aHHbIX C WHTepHeTOM. HanoMmHuTe geTam, 4TO OHWM B 6e30MacHOCTM, ecnu camu
pacckasanu BaM 0 CBOMX TPEBOrax W OnaceHusx.

13. PacckaxwuTe LeTaM 0 nopHorpagun B MIHTepHeTe.

14. HacTamBaiiTe Ha TOM, 4TOObl A€TW MPEAOCTaBASNAN BaM LOCTYM K CBOEW 31eKTPOHHOW
nouyTe, YToObI Bbl YOEANANCH, YTO OHM He 06LLaTCA C HE3HaKOMLAMMU.

15. O6bsAcHMTE AeTAM, 4YTO  Helb3A  MCMOMb30BaTb  CeTb  ANS  XY/IMFAHCTBA,

pacrnpocTpaHeHus CnieTeH UK yrpos.

B 3TOM BO3pacTe MOAPOCTKM aKTUBHO WCMOMb3YIOT MOWCKOBbIE  MaLUVHbI,
MOMb3YKTCS 3/IEKTPOHHON MOYTOW, CAy)XX6aMy MIHOBEHHOIO O6MeHa COOO6LLEHMAMM, CKaynBatoT
My3bIKy ¥ (uibMbl. Manbynkam B 3TOM Bo3pacTe 60/blUe MO HpaBy CMeTaTb BCE OrpaHWYEHUS, OHU
XaXayT rpy6oro tomopa, asapTHbIX Wrp, KapTUHOK «Ans B3pOCAbIX». [EeBOYKM npefnountaroT
o6LwaTbcA B YaTax, Npy 3TOM OHM ropasfo 6osiee YyBCTBUTENbHbLI K CEKCYya/lbHbIM AOMOraTe/ibCTBaMm
B NIHTepHeTe.



3ayacTyl0 B JaHHOM BO3pacTe POAUTENAM YXXe BeCbMa C/IOKHO KOHTPO/AMPOBATb CBOMX

JeTen, Tak
MeHee, He

KaKk 06 VIHTepHEeTe OHW YyXXe 3HAT 3Ha4YWUTEeNIbHO 60/blle CBOMX POAuTEneil. Tem He
OTMyCKanTe pgeTeil B «CcBO6OAHOe nnaBaHMe» MO VIHTepHeTy. CTapaiTecb aKTUBHO

y4acTBOBaTb B 06WeHNN pebeHKa B IHTepHeTE.

Ba)HO Mo-MpexHeMy CTporo co6nawgate npasuna NHTepHeT-6€30NacHOCTH - COrnalleHune
MeXay poauTtenamu u fetbmMu. Kpome Toro, He06Xo4MMO KakK MOXHO Yalle MpoCcMaTpuBaTh OTYETHI
0 fjeatenbHocTy feTeil B ViHTepHeTe. CneayeT 06paTuTb BHUMaHWe Ha HEO6XOAUMOCTb COAEPXKaHUS
POAMTENbCKNX Naposniein (Naponieii agMUHNCTPATOPOB) B CTPOrOM CEKPETE M 0O0paTUTb BHMMaHWE Ha
CTPOrocTb 3TUX Maponemn.

CoBeTbl No 6e30MacHOCTM B 3TOM Bo3pacTe oT 13 go 17 net

1

11.
12,

13.

Co3paiiTe CNUCOK JOMALIHUX MpaBu NOCELLEHUA VIHTepHEeTa NpyM y4acTUM NOAPOCTKOB
N TpebyliTe 06€3yCNOBHOrO €ro BbIMNOAHEHMSA. O6roeopute C PeBGEHKOM CMUCOK
3anpeLLeHHbIX CalToB («YepHbI CMKUCOK»), Yacbl paboTbl B VIHTepHeTe, pyKOBOACTBO
no obweHnto B IHTepHeTe (B TOM uncne B yaTax).

KomnbloTep ¢ nogkntovyeHnem K cetu WHTepHeT [O/DKEH HaxoauTbcA B 0OLLel
KOMHare.

He 3abbiBaiite 6ecegoBaTh C feTbMM 06 MX ApY3bAX B MHTepHeTe, O TOM, YEM OHM
3aHATbl Takum 06pa3oM, 6yATO peub MAET O APY3bsX B peanbHOM XM3HW. CnpawnBalite
0 NOAAX, C KOTOPbIMM feTh 06LlalTcs MNocpeAcTBOM CNY>X6 MrHOBEHHOro obmeHa
CO06LWEHNAMM, YTOObI yOEAMTHCS, UTO 3TU /OGN UM 3HAKOMBbI.

Vicnonb3yiiTe cpegcTBa 6/M0KMPOBaHNA HEXENaTe/lbHOr0 KOHTEHTa KaK AOMOMIHEHME K
CTaHAapTHOMY PognTenbCKOMY KOHTPOSIO.

Heo6xo4nmo 3HaTb, KakuMu 4Yatamu nonb3ytoTcs Bawwu pgetu. [Moowpsiite
MCMoNb30BaHWe MOLEPMPYEMbIX 4YaTOB M HacTauBaiTe, 4yTo6bl AeTU He 06Wanuchb B
NMPUBATHOM PeXMME.

HactamBaiiTe Ha TOM, YTOObl [IeTU HUKOrAa He BCTPeYancb NYHO C LPY3bAMU U3 CETU
VHTepHerT.

MpuyunTe geTeil He BblgaBaTb CBOK MIMYHYIO WMHGOPMALMIO CPeACTBaMU 3MEKTPOHHOM
noyThbl, 4aTOB, CUCTEM MIHOBEHHOro 06MeHa COOOLLEHMAMW, PErncTpaumMoHHbIX QopM,
NINYHBIX NPOGUAel N Npu perucTpaLmn Ha KOHKYpCbl B VIHTepHeTe.

MpuyunTe geTeil He 3arpyXaTb nporpammbl 6e3 Baiwero paspeweHuns. O6bACHUTE UM,
YTO OHW MOTYT C/lyYaiiHO 3arpy3vTb BUPYCbl UK APYroe HexenatefbHOe MporpaMMHoe
obecneyeHue.

Mpuyuute Bawero pebeHka coobwats BaM 0 H0OLIX Yrpo3ax WM TPeBOrax, CBs3aHHbIX
¢ NHTepHeToM. HanomHuTe AeTaAM, 4TO OHM B 6€30MacHOCTM, €CAM CaMmK pacCKasaiun
BaM, O CBOMX Yrpo3ax wnu Tpesorax. [oxsanuTe uxX 1 NOCOBETYNTe NOLOWTM elle pas B
NoJo6HbIX cyyasx.

10. Pacckaxnte getam o nopHorpadguu B MIHTepHeTe. FloMornTe Mm 3aWuMTUTbCA OT
cnama. HayunTte nogpoCTKOB He BblfaBaTb B VIHTepHeTe CBOEro peasnbHOro 37eKTPOHHOMO
afpeca, He OTBeYaTb Ha HeXenaTeNbHble MWCbMa W MCNOMb30BaThb CheLmabHble
noyTOBbIE (DUNLTPBI.

MpuyunTte ceba 3HaKOMMUTLCA C caliTaMu, KOTOpPble MOCELLal0T NOAPOCTKM.

HayunTe geTeid yBaxaTb APYrnx B UHTEpHeTe. Y6eAnTeCb, YTO OHW 3HAKOT O TOM, YTO
npasuia XOpoLlero NoBeAeHUs AeCTBYIOT Be3fe — faxKe B BUPTYasbHOM Mupe.
OO6bACHMTE AeTAM, YTO HU B KOEM Cllyvae Hefb3s Mcnonb3oBaTh CeTb 415 XY/MTaHCTBa,
pacnpocTpaHeHus CNAeTeH UM YIpo3 APYruM NOAAM.

14. O6cynuTe ¢ NOAPOCTKaMU MPOGMEMbl CETEBbIX a3apTHBIX UIP M UX BO3MOXHbIA PUCK.

HanoMHUTE, YTO AETU He MOTYT UrpaTb B 3TU UrPbl COTacHO 3aKOHY.

MMOCTOSAHHO KOHTPOAUPYATe WCNonb3oBaHWe VIHTepHeTa Bawwum pebeHkom! 310 He
HapyLleHne ero JIMYHOro MpOCTPaHCTBa, a Mepa NPeAoCTOPOXHOCTM W nposiBneHve Baueld
POANTENbCKOI OTBETCTBEHHOCTU 1 3a60Tbl.



